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Governance for data sharing
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Defining usage constraints
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DATA SPACES
CLEANROOMS FOR A PROSPERING DATA ECONOMY
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Companies want to link data
Without regret

Interoperability
Data exchange
“Sharing Economy”
Data Centric Services

KL

Data ownership
Data security
Data value

)
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INTERNATIONAL DATA
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Data Sovereignty

is the ability of a natural or
legal person to exclusively
and sovereignly decide
concerning the usage of data
as an economic asset.




International Data Spaces Association VRERNATION PATA

Driving data freedom for the whole world

000 The International Data Spaces Association

UDQ (IDSA) is a coalition of more than 140
member companies that share a vision of
a world where all companies realize the
full value of their data in secure, trusted,
equal partnerships.

Develop a reference architecture for international data spaces
(IDS), including a governance model and adoption strategy

Continue to evolve IDS-based use cases

The IDSA is a not-for-profit
50@ organization. All members contribute

equally to the association’s results. These
are publicly available and can be used by
any company or organization.

Establish IDS as the international standard for data
exchange in the economy of the future

Support the certification of IDS-based software solutions and
business models

Shape the future of IDS with open-source
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INTERNATIONAL DATA

Key facts and figures IVAERMATIONAL A
IDSA in a nutshgell

2016 - Research 140+ from
— Politics 28 countries
— Business
Year of foundation Founding parties Members

— 10 Hubs — 30+ Research
— 5 Competence projects
centers — 4 Communities Ifl O 100+
— 9 Liaisons — 4 Working
— 1 Research lab groups
Partners Communities Use cases
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INTERNATIONAL DATA

What are our core assets? R AT MR R
IDSA pools the data spaces experts

o
DESIGN S | nonasa
PRINCIPLES | [ R e s
FOR DATA = BARNES
SPACES | A RERs

Design Principles

IDSA RAM Data Sharing Canvas IDSA Rulebook
for Data Spaces

We know how to build and how to run and govern data spaces. We do not only understand

= — [U""-‘ir., omee the technical foundation, but also the holistic governance for data spaces:
>
. - Gy = How to build data spaces * How to run and organize data spaces
» Reference Architecture > » Rulebook

Certification > MVDS with Testbed

» Core components: Data Space
Connector, others, Portfolio

Volkswagen Group Data
Marketploce (Example) U

» Design Principles Paper

W Parcpants =
—— Data flows (both directions possitle) s
W Connectors | use Cases

» Liaison with Sitra and Data
Sharing Coalition
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The International Data Spaces Association VRERNATION PATA

Data
__________ ; mmm e mm -,
Controls SUbJEd Controls

| Controls

M

— G@Goal is the creation of a standard
for data sharing while maintaining

data sovereignty - data spaces Data
- Cor::iior Tttt Service g Cov?::.;or T ’
Ecosystem

L B

Lo saia

We want to accelerate adoption & |
help speed organizations of all sizes
along the path to embrace IDS.

ol 8 FOR DATA
== SPACES

B

Data Data Reference IDSA Design
Spaces Connector  Architecture  Rulebook Principles for
Radar Report Model Data Spaces
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Jointly shaping the future of data economy
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People

560+ contributing

28 Countries
|




INTERNATIONAL DATA

We are lacking a data sharing framework PRCEVATIONA A

Availability of data remains limited

For companies to add value, there is a need for data ecosystems that:
» are vendor-independent

» connect platforms

» are open to all at low cost

» are easy to adopt and easy to use
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The data economy involves many players

Evolution of data sharing

Bilateral data exchange 1:1

O O

Market Adoption

Closed community data sharing few-to-few

O O
O
/L

0

INTERNATIONAL DATA
SPACES ASSOCIATION

Open dynamic data ecosystem:
many-to-many

v
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INTERNATIONAL DATA

The data space approach VRERNATEOMA A

...connecting all kinds of data endpoints

A decentralized and dynamic data ecosystem:
with many-to-many interactions

A data space is the sum of all end points that are

able to share data with each other.

//O\ / — Federated data architecture: no physical
O /O data integration, leave data where it is
— Interoperability: no silos, no vendor-

dependency
— Data Sovereignty and traceability

— Trusted participants
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INTERNATIONAL DATA

The data space approach VRERNATEOMA A

...connecting all kinds of data endpoints

A decentralized and dynamic data ecosystem:

with many-to-many interactions A data space is the sum of all end points that are

able to share data with each other.

— Federated data architecture: no physical
data integration, leave data where it is

— Interoperability: no silos, no vendor-
dependency

& e L — Data Sovereignty and traceability
' — Trusted participants
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Data Spaces establish the connection

1% Connector

Data lUsage Constraints

Mon 1035 1ata
Carnmunication

INDUSTRIAL DATA
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INTERNATIONAL DATA
SPACES ASSOCIATION

OPEN DATA
SOURCE

o

Campany 1 Campary 2
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Clearing

Broker
: T House

Data sharmg in. a

Data Space

A o, o 8

Usage
Policies

Usage
Policies

v
5
;

Data exchange and data processmg
\“ e alongthedata value.cham - i

Identity
Provider

INTERNATIONAL DATA
BRI
BY




IDS approach

IDS-based data spaces are built on three pillars

Trust between

Unlimited . .
O bilit different security
R .S domains
Standard for data flows between all kinds of Certified, comprehensive security functions
data endpoints providing a maximum level of trust

=

IDS_cerrtified
IDS_cer

Organize
= \/
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4 levels of interoperability Certification Scheme
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INTERNATIONAL DATA

SPACES ASSOCIATION

Rules for the data
economy:

Usage control and enforcement
for data flows

Security Policies:
“Up to date”

Application Context:

“Risk Management”

. :. Grant usage?
Location
“Office” Device: "Tablet"

Role: "Risk Manager"?

Concept of usage control

15



Data spaces
A holistic challenge

INTERNATIONAL DATA
SPACES

Clearing

Broker
House

Data sharingin a

Data Space

Usage

Usage
Policies 5 Policies
= App — _.9.._...) —_— Aop % =

DS o

Connector

IDS
Connector

Data exchange'and data processing
along thedgta vall_lechain

Data DEIL]
Provider SR i Consumer

Vocabulary

Identity
Provider
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INTERNATIONAL DATA
SPACES ASSOCIATION

Functional agreements

» Role models
— separation of duties

= Trust scheme / anchor

Technical agreements

» Specifications for
the standard

= Service descriptions
= Reference components

Operational agreements
= Provider of essential services

= Handbooks

Maintenance agreements

= Reliable development
of standard, processes
and artefacts

= Policies for services

Legal agreements
» Legal policies

= Usage policy
enforcement

16



The magic triangle IVRERYATEOMA PATA
IDSA as reliable base for data spaces

Guarantee
interoperability in data
spaces and between
data spaces

IDS Reference Blueprint for data spaces
Architecture  with detailed specifications

Holistic governance to
run data spaces
IDSA How to implement
Rulebook DS in the real world Reliable foundation for
commercial offerings
(including clear lifecycle,

TRU ST change management,

versioning)
@ % Certification 3™ party conformity Ensure trust in data
Scheme aIonv; for an informed spaces
decision about the
Portfolio of open- trustworthiness of
source buildin partners and components
9 in a data space

blocks
Bring IDS in

commercial set-ups




From concept to reality
IDSA on its way to a global standard

Bringing IDS concepts to the big markets
and to true global standardization

a

?’!:EE»E B2 cepeLer

Aligning architectures and thought
leadership on data spaces

= : E

: aMypata : BT
DESIGN H -
PRINCIPLES &)
FOR DATA &
sraces |1 [ Y FILARE @l Y
= E : K E : DATA SPACES

H : iSHaRE 3 SUPPORT CENTRE

First impressive
impact stories

Mobility
Data Space
Data Sharing Community

BAIDATA

Open 3t party
Standard conformity

Open Open 4 Adoption De-facto
; Accelerator
Processes Soltirce Gy | ostandard
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Increasing readiness level and

extensive use of IDS concepts

INTERNATIONAL DATA
SPACES ASSOCIATION

[ Condidots selctod V)

100+ projects on
radar

30+ research
projects
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Data Space Radar
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Current overview

45 Use Cases

'ﬂ 7 Data Spaces

62

Total entries

Domains
Inspiring Success Stories from different domains
supported by our experts

Maturity Levels
Covering use cases from business case generation
to real-life data spaces

Progress Monitoring
Forward looking radar. We make room for new items
and highlight moving data spaces

https://internationaldataspaces.org/adopt/data-space-radar/

' CASE COMMITTED

2LAKES /
® City DataSpace

/
!
w & \
! 5
— ® bam

o City D9€a§pqce

. Collaborative Warrant Smart Parkmg
and Quality Managerﬁent e -
N .f' 3
/1‘ /. Idento.one "
WJE @ Trusted Data Shariné

. (9 CatenaX i = / .
- Catena-X "—'ght Commercal £ Smart Cities ® Defense Data Space

Vehicles ,’! m
Supply Chain - / #0-Cloud
i =UHY3

Manager -
9 “._ @ EUHubs4Data ‘s ENGINEERING

! Ae ronau‘tlts

A \
" o / * DIH T
[ f Mobilty @/ @ / \ e Maritime Data Space
L @m0\ s
. | © ADVANEO DMP|

) — oK

e NLALCodlitie

/ ™ ® Trusted Exchangefor

art Supply
AN
.

. Google\

® FAIR Data Space,

ime ) inE‘eI

® GAIA :{MERLOT

- Mncrosoft
| I|
ier

. Intell\geTtWashing Machine ‘

|
® HEALTH-X datal OFT |

| | ; .
| / -\ ? — . |
WiEOn I L (cHakite
© _I(HI]IIH-'IBHEMSE ® RealLabHH ,-"f o DASLOGIS — .'I
Rail Data Spél‘ce . e N / - [ TT—
' ) ~/ Z Fraunhofer
= .
N - . -
" Z Fraunhofer _ e ONCITE Addrt ® Silicon Ecghomy
. + EnDaSpace ® ve i
) \, f,’f . % Fraun hof Erwcturmg Cefriel
- ™, / \ . rouzuz py
~ / eco2 Emuss?éwm Factory Web Si & 'His0
\\\ f_.»" Calculation \ I;loﬂzontal Supply Chain
N .  eBoost 40 tecnaha}' . Wo\laboratlon
- | { ovalia
P \ tecnalia )- feid Yrayelia Metal D‘omam\Data Space
™ » Basque Energy Cluster_f — A S
®Vehicle Charging N _ « Smart Factory ﬁ Automotive: 4
/ 2
EDF / S
* Wind and SolarAssetsModellng ﬁ Cross-Domain: 24
. ol g
. _ﬁ_.f‘ Manufacturing: 8

;"'SUPPLYCHAIN

P

bea
@

INTERNATIONAL DATA
SPACES ASSOCIATION

Mobility: 7
Smart City: 5
Supply Chain: 9

Energy: 5
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INTERNATIONAL DATA
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SUCCESS

With the IDS standard as the essential
infrastructure basis, Catena-X will be an extensible e I —
ecosystem in which automotive manufacturers and

suppliers, -
dealer associations and equipment suppliers, S e e -+
including the providers of applications, platforms K&

and infrastructure, can all participate equally.

BENEFITS

» IDS Connector

» |dentity Provider

Shared ,Data Services“ OD ©.. "Data models’

Shared ,,Integration Services“QQ Bspw. "Multi-Plugs'

Gaia-X Compliant IDS System  °9- "0

» Increase the automotive indu

competitiveness // : B\, <
» Improve efficiency-througt 1 NN ‘

19
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» Accelerate compah IO
standardization and ac f

Catena-X

Automotive Network
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Catena-X Operating System / Architecture

Data Sovereignty & Interoperability (europ. architecture)

------
......

9 Decentralized data rooms B g?\

gaia-x

% Competition at application level

One Operating System (decentralized, federated, FOSS)
[

+=”  Operating System on GitHub
Ky . C )
V5 Plug and Play - Standardized APls

Collaborative and agile product development

@ Eclipse Open Source Community (ECL|P$E
S2&  100% Agile working model L SAFe
© 2021 Catena-X or an Catena-X affifated company. All rights reserved. 10

Competition
among
suppliers

ONE

common
network base

for
Catena-X

(UseCase Zero)

444

One
Operating System

e.g. “CO; Proof*
X | siemens | )

e.g. "Marketplace*

e.g. "CO, calculator*

e.g. "Data models*

Bspw. “Multi-Plugs*

Gaia-X Compliant IDS System  °¢- 0"

&



Smart Connected Supplier Network

COMPONENTS

Network of high-tech manufacturers and IT-suppliers » DS Connectors

along the supply chain.

Facilitates cross-factory communication, collaboration g 1l Provider

and data sharing. » Meta Data Broker
Decentrally implemented agreements on semantic, » Data Apps
technical and legal aspects between the participants. ( » ERP systems

» Seamless scalable company integration to exchange
data across supply chains

» Reduced administrative efforts, faster ROI, lower IT
integration costs, access to a large group of suppliers

» Single integration of IT providers via SCSN

SC -

connected

s n supplier
network



INTERNATIONAL DATA
SPACES ASSOCIATION

How does it work?

. Service Providers:
Digital platforms, interconnected using IDS

* |Independent ‘address book’ for routing
communication

* Several providers. Choose the most
suitable for your business

INTERNATIONAL DATA
SPACES ASSOCIATION

Manufacturing companies:
* One-time integration with own ERP system
* Registration in the SCSN address book

0 ERP systems:

A manufacturing company can choose their
preferred ERP system.




SUCCESS

The Mobility Data Space ena
handling of data for digital mi ; _

A5 e o » |dentity Provider
By linking offers from different mobility proy Moth Dot b
individual mobility can be better combined > Meta Dataizi
public transport offers and sharing providefss == » Clearing House
NS » App Store

1e sovereig

: » |IDS Connector
solutions

Comprehensive mobility da _ |
on a national level in the future. | . » Vocabulary Provider

BENEFITS gk

» Secures data sovereignty by establish
rules for trustworthy data transactions

» Reduces the economic & technical /de
digital platforms of large private proy

» Creates a basis for a cross—modak
mobility system

Data Space



Thank you

INTERNATIONAL DATA
SPACES ASSOCIATION

Silvia Castellvi
International Data Spaces Association

silvia.castellvi@internationaldataspaces.org

https://www.linkedin.com/in/silviacastellvi/
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