
Comunicación Cuántica, Retos y Oportunidades para las empresas

Jornades EIC - Comunicacions i Seguretat en la revolució quàntica


Pau Velando, maig 2021



Un nuevo modelo de amenza a la seguridad digital como la conocemos hoy
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Size of the problem

Classical Algorithm: Exponential growth

Quantum Algorithm: Polynomial growth

100 transistors 100 bits
1 state of 100 bits, at a time

RSA-2048: ∽ 1 billion years

100 atoms 100 qubits

1267650600228229401496703205376 

= 1030 states, at a time

RSA-2048: ∽ 1 hour



Un nuevo modelo de amenza a la seguridad digital como la conocemos hoy:

La criptografía basada en el intercambio de claves públicas

RSA-100, 100 decimal digits (330 bits)

RSA-100 = 1522605027922533360535618378132637429718068114961380688657908494580122963258952897654000350692006139 

RSA-100 = 37975227936943673922808872755445627854565536638199 × 40094690950920881030683735292761468389214899724061

RSA-640, 193 decimal digits (640 bits)

RSA-640 = 3107418240490043721350750035888567930037346022842727545720161948823206440518081504556346829671723286782437916272838033415471073108501919548529007337724822783525742386454014691736602477652346609

RSA-640 = 1634733645809253848443133883865090859841783670033092312181110852389333100104508151212118167511579 × 1900871281664822113126851573935413975471896789968515493666638539088027103802104498957191261465571

--- not factored, yet ---


RSA-260, 260 decimal digital (862 bits)

221128255295296664352810852550262309276120895024700153944137483191288229414020019865127297265697465990859003300314000511707422045608592763579537571859542988389587092292384910067030341246205457845664136645406
84214361293017694020846391065875914794251435144458199


RSA-1024, 309 decimal digits (1024 bits)

135066410865995223349603216278805969938881475605667027524485143851526510604859533833940287150571909441798207282164471551373680419703964191743046496589274256239341020864383202110372958725762358509643110564073
501508187510676594629205563685529475213500852879416377328533906109750544334999811150056977236890927563


RSA-2048, 617 decimal digits (2048 bits)

251959084756578934940271832400483985714292821262040320277771378360436620207075955562640185258807844069182906412495150821892985591491761845028084891200728449926873928072877767359714183472702618963750149718246
911650776133798590957000973304597488084284017974291006424586918171951187461215151726546322822168699875491824224336372590851418654620435767984233871847744479207399342365848238242811981638150106748104516603773
06056201619676256133844143603833904414952634432190114657544454178424020924616515723350778707749817125772467962926386356373289912154831438167899885040445364023527381951378636564391212010397122822120720357



Las propiedades cuánticas de la materia: amenaza y oportunidad

2 alternativas para las empresas

Mathematics

Quantum-resistant cryptography 
(post-quantum)


Quantum-resistant algorithms are implemented on 
existing platforms and derive their security through 
mathematical complexity. Standard communications 
with quantum-resistant cryptography. Not yet...

Physics

Random Numbers Generation

Quantum Key Distribution (QKD)


Quantum key distribution utilizes the unique properties 
of quantum mechanical systems to generate and 
distribute cryptographic keying

NSA - National Security Agency, https://www.nsa.gov/what-we-do/cybersecurity/quantum-key-distribution-qkd-and-quantum-cryptography-qc/



QKD, el intercambio de claves cuánticas: el principio

Source: MIT, Aplications of quantum computers




Alice Bob Alice Bob

Alice Bob

Eve

Alice Bob

Eve

Source: MIT, Aplications of quantum computers


QKD, el intercambio de claves cuánticas: el principio



Cyphered channel (public)

031DJm1JlU0E+vStiktN0tC3ebH5hE+1OxbIHSZ+WOWLYX7JAkEA5uigRgKp8ScG

video · voice · data · files · anything

Encryptor

Quantum key encoder

Decryptor

Quantum key decoder

quantum channel

symmetric key exchange


superposition/entangled photons

room temperature

Alice Bob

QKD, el intercambio de claves cuánticas: la práctica



Encryptor Decryptor

Quantum key encoder Quantum key decoder

Quantum channel (optical fiber)

QKD, el intercambio de claves cuánticas: la práctica



Años de experiencias

2018

ICFO - CTTI, 2017, 30km Madrid, 2018 China - Europe, 2018, 7.600km

China, multi-mode, 2021 Italy, 2016, 1.700km Tokyo, 2016 USA, 2018 Korea, 2015-20



Inversiones en tecnologías cuánticas

(Comunicación, computación, sensores y simulación)



UK startups raised the most funding 
(€85m), followed by Finland (€27m), 
Israel (€20m), and Switzerland (€12m). 
Quantum computing startups in 
France (€3m)


Cambridge Quantum Computing 
(€44.3m; Cambridge, UK), IQM 
(€26.5m; Espoo, Finland), Quantum 
Machines (€19.5m; Tel Aviv, Israel), 
Terra Quantum (€10.0m; Rorschach, 
Switzerland), and Quantum Motion 
Technologies (€8.7m; Leeds, UK).


13-oct-2020

Escenarios de inversión en Europa

https://medium.com/uvc-partners-news/the-european-quantum-computing-startup-landscape-a115ffe84ad8




El ecosistema en España



www.linkedin.com/in/pvelando/ 


