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Convergencia IT/OT

\_

IT (Tecnologies de la Informacid) OT (Tecnologies de la Operaciod)

e Sistemes de hadware, software i comunicacions que * Dispositius i automatismes que operen en una planta,
donen suport a la gestid d’'una companyia i els seus aixi com els dispositius i software que monitoritzen i
processos de negoci. controlen els procesos industrials.

* Esbasen en la capacitat de compartir dades i * Habitualment es tracta de sistemes critics que requereixen
informacio una disponibilitat 24/7.
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Convergencia IT/OT

La piramide de l'automatizacié industrial

\_

NIVEL 4

NIVEL 3

NIVEL 2

NIVEL 1

NIVEL O

ACPIT (o ENOTSS
l Ciberseguridad Industrial
5 ital

Industrials de Catalunya

Associacid Catalan
de Périts Judicials Tecnoldgics



Convergencia IT/OT

Principis de seguretat
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Convergencia IT/OT

IT oT
5 : : O . . )
* Area d’empresa: configuracio de xarxes, e Area de produccio: manteniment de
equips d’oficina i software de gestio de maquinaria industrial.
dades. * Prioritza que no s’aturin els processos
* Prioritza |la seguretat de la informacio. industrials.
e Numero d’actius similar al d’usuaris, i en * Molts més dispositius que usuaris, distribuits
entrons controlats. en arees extenses.
* Vida util dels equips informaticos: de 3 a * Vida util dels equipaments industrials: entre
5 anys. 10i 20 anys, o més.
* Centrat en “security” (proteccio de la e Centrat en “safety” (proteccié del medi
informacio) g ambient, persones i infraestructures) )
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Central Hidroelectrica Sayano—Shushenskaya (Russia)
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https://en.wikipedia.org/wiki/2009_Sayano-Shushenskaya_power_station_accident

Debilitats en entorns OT

! nfoseCU rlty MAGAZINE EVENTS « LEADERS NETWORK INSIGHT
GROUP

Half of ICS Firms Suffered Security \
Incident Last Year

Half of global companies that run industrial control systems (ICS) suffered between one and five security incidents
in the past year despite the vast majority (83%) claiming to be well prepared to face down attacks, according to
Kaspersky Lab.

The AV vendor polled over 350 industrial organizations around the world and found ineffective cybersecurity costs
them up to $497,000 (£383,000) per year.

Despite confidence in their ability to deal with incidents, 74% said they thought a cyber-attack will happen and
over half (55%) admitted that third parties can access their industrial control network.

The biggest security concern for most of the organisations surveyed was conventional malware (56%) rather than
advanced targeted attacks or ransomware.

Security challenges are compounded by the fact that half of industrial organizations can’t hire the right security
professionals.
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Debilitats en entorns OT

e Xarxes extenses.

* Multiples protocols.

» Dificultat d’aplicar actualitzacions de
seguretat.

* Vida util dilatada.

* Prioritzen la continuitat a la seguretat.

* Amenaces emergents.

* Dependencia dels proveidors de
sistemes ICS.

* Personal no preparat en ciberseguridad.
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Debilitats en entorns OT
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] 48,000 PCs at Fukushlma plant operator TEPCO
[ |
| still run Windows XP
Sl
The Tokyo Electric Power Company (TEPCO) has been under intense scrutiny ever since the 2011 meltdown at
e P the Fukushima Daiichi nuclear energy complex.
Following an investigation by Japan’s Board of Audit, TEPCO has been told to upgrade its computer systems.
That doesn’t sound particularly unusual, except that TEPCO operates more than 48,000 PCs all running Windows
- ‘ XP. Oh, and they’re connected to the Internet.
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Debilitats en entorns OT

e Xarxes extenses.

* Multiples protocols.

» Dificultat d’aplicar actualitzacions de
seguretat.

* Vida util dilatada.

* Prioritzen la continuitat a la seguretat.

* Amenaces emergents.

* Dependencia dels proveidors de
sistemes ICS.

* Personal no preparat en ciberseguridad.
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Incidents en sistemes ICS

Atac Any Descripcio Vector Consequencies
Oleoducte BTC Accés al sistema de control de l'oleoducte per anular les Accés fisic al Aturada temporal de les
P 2009 . . ) .

(Baku-Thilisi-Ceyhan) alarmes de les estacions de bombeig sistema operacions
Malware dissenyat per controlar els PLC de les Pendrive USB

Stuxnet 2010 centrifugadores d’urani enriquit de la central nuclear de infoctat Aturada total del sistema
Natanz (Iran)
Vulnerabilitat en el software d’un proveidor d’eines de . .,

Telvent Canada 2012 o] fEmet O sistees SEADA EEARA Admiln Tool Malware Robatori d’informacio
Ciberespionatge a través de falses actualizacons de L

DI 2014 software de proveidors de sistemes ICS del sector electric Injeccio SQL SELDRIEIS

Planta siderurgica alemana 2015 DIESCRNES eES [l | mRnpUlEeis efs) sistame efe Phishing Danys fisics a les instal-lacions
seguretat ICS de uns alts forns

BlackEnergy Desconnexié de més de 30 subestacions de la xarxa _— Interrupcio del subministrament

s 2016 - . Phishing , .

(& KillDisk) electrica de Ucraina d’energia

Planta Depuradora KWC 2016 Ac<fe§ al sistema de control de’Is.mveIIs de productes Web Server .Contamln'aluo d’aigua potable |.
guimics per al tractament de l'aigua Exploit interrupcio temporal del servei

T T 2017 Bansomware que va afectar a diverses companyies BT Aturadaﬁe la cadena de
industrials produccio

Triton / Trisis 2017 I\/I.alware gue aprofita una vulnerabilitat en els sistemes Pendnve usB Aturada.d’e la cadena de
Triconex SIS infectat produccio
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Debilitats en entorns OT

BUSINESS FINANCE

INSIDER

Renault-Nissan is resuming production after a global
cyberattack caused stoppages at 5 plants

3 Laurence Frost and Naomi Tajitsu, Reuters
B ©OMay15,2017,1:25PM 4 1,269

(6o Jin uweon |9

Renault-Nissan said on Monday that output had
returned to normal at nearly all its plants, after a
global cyber attack caused widespread disruption
including stoppages at several of the auto alliance's
sites.

Renault and its Japanese partner are the only major
car manufacturers so far to have reported
production problems resulting from Friday's
WannaCry ransomware worm attack that spread to
more than 150 countries.
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Vulnerabilitats en Sistemes ICS

https://ics-cert.us-cert.gov/advisories

—= Ofiicial website of the Depariment of Homeland Security

ICS-CERT

INDUSTRIAL CONTROL SYSTEMS CYBER EMERGENCY RESPONSE TEAM q

ABOUT ICSJWG INFORMATION PRODUCTS TRAINING FAQ

- ICSA-18-263-02 : Rockwell Automation RSLiInx Classic

= ICsSA-18-261-01 : WECOM PLC Editor

= ICSA-18-256-01 . Honaeywell Mobile Computers with Android Operating Systems
« ICSA-18-254-01 : Fuji Electric WV-Sarvear

- ICSA-18-254-02 : Fuji Electric WV-Sarver Lite

= ICSA-18-254-03 : Siemens TD Keypad Designer

= ICSA-18-254-04 : Siemeans SIMATIC WinCC Os,

= ICSA-18-254-05 © Siemeans SCALAMCE X Switches

=« ICSA-18-249-01 : lce Qubse Thaermal Managemeant Cantar

- ICSA-18-247-01 : CQpto 22 PAC Control Basic and PAC Control Professional
= ICSA-18-242-01 : Philips e-Alert Unit

- ICSMA-18-240-01 @ Qualcomm Life Capsule

= ICSA-18-240-01 : Schneider Elactric Modicon M221

= ICSA-183-240-02 : Schneider Electric Modicon M221

- ICSA-18-240-03 : Schneider Elaectric PowerLogic PM55G0

= ICSA-18-240-04 : ABE =S0OMS (Update &)
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Vulnerabilitats en Sistemes ICS

https://ics-cert.us-cert.gov/advisories

—= Ofiicial website of the Depariment of Homeland Security

ICS-CERT

INDUSTRIAL CONTROL SYSTEMS CYBER EMERGENCY RESPONSE TEAM q

ABOUT ICSJWG INFORMATION PRODUCTS TRAINING FAQ

- ICSA-18-263-02 | Rockwell Automation RSLiInx Classic

= ICsSA-18-261-01 : WECOM PLC Editor

= ICSA-18-256-01 ;| Honeywell Mobile Computers with Android Operating Systems
« ICSA-18-254-01 : Fuji Electric WV-Sarvear

- ICSA-18-254-02 : Fuji Electric WV-Sarver Lite

= ICSA-18-254-03 : Siemens TD Keypad Designer

= ICSA-18-254-04 | Siemans SIMATIC) WinCC Oa,

= ICSA-18-254-05 © Siemeans SCALAMCE X Switches

=« ICSA-18-249-01 : lce Qubse Thaermal Managemeant Cantar

- ICSA-18-247-01 : CQpto 22 PAC Control Basic and PAC Control Professional
= ICSA-18-242-01 : Philips e-Alert Unit

- ICSMA-18-240-01 : Qualcomm Life Capsule

=« ICSA-18-240-01 | Schne=ider Elaectric| Modicon M221

= ICSA-183-240-02 : Schneider Electric Modicon M221

- ICSA-18-240-03 : Schneider Elaectric PowerLogic PM55G0

= ICSA-18-240-04 : ABE «S0MS (Update &)
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Vulnerabilitats en Sistemes ICS

Advisory (ICSA-18-317-06) More Advisories
Siemens SIMATIC STEP 7 (TIA Portal)

Original release date: November 13, 2018

& Print 3 Tweet | ] Send Share

1. EXECUTIVE SUMMARY

« CWSSw34.0

« ATTENTION: Low skill level to exploit

+ Vendor: Siemens

+» Equipment: SIMATIC STEP 7 (TIA Portal)

* Vulnerability: Unprotected Storage of Credentials

2. RISK EVALUATION

Successful exploitation of this vulnerability could allow an attacker to reconstruct passwords.

3. TECHNICAL DETAILS

3.1 AFFECTED PRODUCTS

Siemens reports the following SIMATIC STEP 7 product is affected:
« SIMATIC STEP 7 (TIA Portal): All versions prior to 15.1

3.2 VULNERABILITY OVERVIEW

3.21 UNPROTECTED STORAGE OF CREDENTIALS CWE-256

Password hashes with insufficient computational effort could allow an attacker to access to a project file and reconstruct
passwords. This vulnerability could allow the attacker to obtain certain passwords from the project.

CWE-2018-13311 has been assigned to this vulnerability. A CWV55 v3 base score of 4.0 has bean calculated; the CVSS
vector string is (AV:LACLIPR:NAULN/S: UIC:LI:MNFACN).
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Explotacio de vulnerabilitats

Framework

LIVE ATTACKS

TIMESTAMP ATIACKER

085211303

0520134

035211338

085211391 CHINANET HUBE! PROVINCE NETWORK
085211365 CHINANET HUBE! PROVINCE NETWORK
085211624 N/

0352919% eas ermary GmbM (pr
s2nam C ET-HN Hengyang node na

Networks
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Explotacio de vulnerabilitats

#®% SHoDAN

¥ Share Search
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Spain

Japan
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Fiemens 57
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FFTP
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Deutsche Telekom AG

University of Maryland

NTT
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Linux 3.x
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Apache httpd
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& Download Results
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255
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171
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Explare Downloads

Ll Create Report
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E= Spain,

Details
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Time108.6

ATET Wireless

BE United States,
Details
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TEEEMAgY101.222
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Details
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Vodafone Portugal - Communicacoes Pessoais 5.A.

El Forugal

Details

ws.25.13

Turkeell

Turkey
Details

2. 159.169
Deutsche Telekom Business
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Details

Reports Pricing Contact Us

SIHATIC HMI, XP27

Location designation of = module:
Qriginal Siemens Eguipment
-8 PNSDP CPU

Technodrome

cation: Mcuser Factory

SIMHATIC MET, 5

MCE MET4-3,
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Proteccio, defensa i prevencio

4 )

* Mesures de seguretat especifiques per a
entorns ICS.
* Enfocament de Defensa en profunditat.
* Standards / Marcs de referéncia:
* |EC 62443
* NIST SP 800-82

* Recursos:
* |CS-CERT
* NERC-CIP
* [INCIBE-CERT
\ /
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Proteccio, defensa i prevencio

* Mesures de seguretat especifiques per a

Inventari d’actius

= K Analisi de riscos
Segmentacio de xarxes
IEEE BT .. T

Control d’accessos (fisics i logics)

entorns ICS.

* Enfocament de Defensa en profunditat.

* Standards / Marcs de referéncia:

* |EC 62443
* NIST SP 800-82

"MI{H""I{"'J rLmr
€ g ‘ - Equipament segur | * Recursos:
1 o it - * ICS-CERT
e TR S O . NERC-CIP
“ + INCIBE-CERT
- /

AC PJ T @ (C'.iebr:(::egiridad Industrial m 19

Industrials de Catalunya

Associacio Catalana
de Périts Judicials Tecnologics




Proteccio, defensa i prevencio

EEEEURIDAD INDUSTRIAL CENTRO DE CIBERSEGURIDAD INDUSTRIAL CENTRO DE CIBERSEGURIDAD INDUSTRIAL
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GUIA SGCI PARA EL. RESPONSABLE ESTABLECIENDO
DE CONSTRUIR UN SISTEMA DE

GESTION DE LA CIBERSEGURIDAD ZONAS Y CONDUCTOS

INDUSTRIAL Segun el estandar ISASY/IEC6443

Desarrollo y despliegue seguro
de software industrial [4.0]

La industria agil en el nuevo escenario digital

EDICION 2018

https://www.cci-es.org
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= Joan Figueras Tugas | ACPJT | CCl

Ciberseguretat i Proteccio de la Informacio

p2 joan.figueras@es.cci-es.org

S https://www.linkedin.com/in/joanfiguerastugas/




